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Supporters of internet voting assert that more people would participate in the voting process due to the pervasiveness of internet access. Several secondary arguments made in support of internet voting include the contention that it would cost less. Critics of internet voting point out the inherently insecure architecture of the internet, thus inviting fraud. Security concerns and the difficulty of performing a recount are also cited as weaknesses of the internet voting concept. Ease of voting and fraud avoidance are mutually exclusive in any voting method.

Definition of Internet Voting

There are two definitions of Internet Voting1, 9:

· Poll-site Internet voting: Internet voting stations situated at conventional poll-sites having the same controls that are present today; these could be expanded to include schools and libraries where internet access is available.

· Remote Internet voting: The ability to vote from anywhere an Internet connection is available, such as home, office, or kiosk.

Methods of Voting

At one time, voting was accomplished by surprisingly rudimentary methods such as by a show of hands, a call for 'ayes' and nays', or by beans placed in a box.

The Paper Ballot: The Australian state of Victoria was the first place to use a paper ballot. In 1889, New York state was the first US locale to adopt the paper ballot. Since then the paper ballot is often referred to as the Australian ballot; a few US communities still use this system of voting (1.7% as of 1996).

Mechanical Lever Machines: A lever is provided for each candidate. The machine is enabled by a lever that closes the privacy curtain. Levers are positioned to select candidates. Voting is finalized with another lever that increments a base ten set of wheels that keeps count of votes for selected candidates. As of 1996, more than 20% of voting was accomplished by this method. The Mechanical Lever Machines are no longer made, and as they are retired, they are replaced with other styles of machines.

Punchcards: Punchcards come in two styles, the "votomatic" and the "datavote". Each is a computer-read card. The difference between the two types of cards is that the votomatic does not have the candidates names on the punchcard, there is an accompanying booklet that lines up with the card; the datavote card has the candidate names on the card itself. The latter requires special printing for each election. When punchcards are perforated, a chad is pushed out of the card. This is more reliable when a machine does the punching. When done by hand there are more problems with chads not being removed from the punchcard. In 1996, 37% of voters used this method of voting.

Optically Scanned (marksense): The marksense method requires that voters fill in a shape on a ballot card that is then read optically and tallied by a scanning machine. The use of this type of system is on the rise; in 1996 25% of voters used this method of voting.

DRE (Direct Recording Electronic): This method of voting usually uses a touch screen interface to automatically record the voter's choices electronically. Some DREs use knobs or switches instead of a touch screen.
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Examples of the earliest paper ballots from 1856 (left picture), and 1864 (right picture) shown below.

Trends in Voting Today
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The mechanics of voting are constantly evolving. Heightened interest in an improved voting system has been fueled by the close election results in Florida in the 2000 presidential election. Entrepreneurial companies saw a new market surface, and soon became proponents of electronic or internet voting. As one method of voting falls out of practice, others take its place. The graph below shows the trend over 20 years, from 1980 to 2000, in the mechanics of the way people vote. The graph shows12  that optically scanned and DRE methods are replacing punchcards, paper ballots, datavote, and lever machines.

Trust in the Voting System
Current accepted voting practice is:

· People register prior to voting

· People go to an official polling place on election day; some level of proof is required at the polling place to identify yourself. Alternatively, an absentee ballot is obtained ahead of time and mailed to the local election board.

· A ballot is cast privately using one of the methods described above

· The voter's identity is anonymous

The process is labor intensive because of all the people needed to manage the polling places and to count results. People have faith in the current system because they see local people managing the process at the polling place. Senior citizens often volunteer to manage the process at the local level, and view their duties as almost sacred. People have more faith in a system in which a physical remnant is produced with their vote, i.e., a punchcard, a paper ballot, or an optically scanned ballot, all of which are dropped into a box or scanned on-site. The faith comes from the fact that if there is a problem with the count, a recount can be made from the original ballots. The voter has less faith in a system that magically counts their choice and then transmits it to a local polling place tally (the DRE or lever machine).

Voting via the internet introduces another level of abstraction between the voter and the tally.

The Residual Vote as a Measure of Voting Machine Reliability

The Residual Vote is a measure used to compare the reliabilities of different methods of voting. The residual vote is the fraction of votes cast for which there was no presidential preference counted2. There are three reasons a presidential vote was not counted:

· The voter selected more than one candidate, thereby creating a non-counted ballot for president (called an over vote or a spoiled ballot; an error in voting).

· The ballot may have been marked in a way that makes it uncountable (an error in voting)

· The voter has no preference for president and deliberately adds to the residual vote (under voting).

The residual vote should not be related to machine type. The residual vote is not technically a direct measure of error, but when the residual vote is compared between methods of voting, marked differences are seen. The graph below illustrates differences between methods of voting. The data is based on county-level data, where "mixed" indicates counties that use more than one type of voting machine or method.
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Based solely on the data collected by the CalTech/MIT study group, it is seen that optically scanned and lever machines are least prone to error. The differences are thought to arise out of the way people relate to the technology rather than a failure of the technology. State and federal voting machine certification tolerates very low machine failure rates. DREs and Lever machines do not allow over-voting, while optically scanned cards are directly marked by the voter, where there is no machine in-between. The most startling result is the high residual vote seen with DRE technology.

Critics of Internet Voting

The critics of internet voting are many. In the following presentation of data, internet voting is seen as an extension of electronic voting, carrying with it even more issues than electronic voting. Security experts give an array of reasons not to trust internet and electronic voting 3.

· Software errors are unavoidable
· Our internet is insecure by nature, it is a distributed system, built with flexibility, scalability and efficiency in mind (not security!) 4.
· Bev Harris discovered that Diebold software, which the company refused to make available for public inspection on the grounds that it's proprietary, found it sitting on an unprotected server, where anyone could download it. 5
· "… an analysis of the April 2002 snapshot of Diebold’s AccuVote-TS 4.3.1 electronic voting system. We found significant security flaws: voters can trivially cast multiple ballots with no built-in trace, administrative functions can be performed by regular voters, and the threats posed by insiders such as poll workers, software developers, and janitors is even greater. " 6
· "Potential criminal electronic attacks on computer software, such as destructive "viruses" or "Trojan Horse" software, create a serious threat to Internet voting." 7
· "Concerns were raised that, given the current security vulnerabilities of the Internet and voters’ personal computers, no Internet voting system could be 100% secure. Rather than potentially bringing the integrity of the election results into doubt, the Department of Defense has decided not to deploy the SERVE system for use in 2004." 8
The following reasons were given for not implementing the SERVE System mentioned above:
· Determining that software is free of bugs and security vulnerabilities is generally impossible
· Malicious code
· Security weaknesses of the Internet
· Security weaknesses of the PC
In addition, there is no voter-verified audit trails (paper or otherwise) that could largely circumvent these problems and improve voter confidence. Internet and PC-based system have numerous other fundamental security problems that leave it vulnerable to a variety of well-known cyber attacks (insider attacks, denial of service attacks, spoofing, automated vote buying, viral attacks on voter PCs, etc.), any one of which could be completely derail internet voting. 11
It is possible to cite many more opponents of electronic and internet voting. There are many instances where electronic voting has failed, and failed in a way that changed the outcome of an election. Adding the internet to the electronic voting shortcomings multiplies the problems extant in electronic voting.

Electronic Voting Irregularities

There are at least 56 cases where electronic voting "got it wrong". Here is a partial list of that compendium: 5
· "In the Alabama 2002 general election, machines made by Election Systems and Software (ES&S) flipped the governor’s race. Six thousand three hundred Baldwin County electronic votes mysteriously disappeared after the polls had closed,…"

· In the 2002 general election, a computer miscount overturned the House District 11 result in Wayne County, North Carolina. Incorrect programming caused machines to skip several thousand party-line votes, both Republican and Democratic. Fixing the error turned up 5,500 more votes and reversed the election for state representative.

· Voting machines failed to tally “yes” votes on the 2002 school bond issue in Gretna, Nebraska. This error gave the false impression that the measure had failed miserably, but it actually passed by a 2 to 1 margin.

· An Orange County, California, election computer made a 100 percent error during the April 1998 school bond referendum. The Registrar of Voters Office initially announced that the bond issue had lost by wide margin; in fact, it was supported by a majority of the ballots cast. The error was attributed to a programmer’s reversing the “yes” and “no” answers in the software used to count the votes.
Proponents of Internet Voting

Proponents of internet voting cite three reasons in favor of internet voting:

· Increasing the participation of the electorate in light of falling voter participation.8 Disenfranchised people in society are the most likely to avoid voting.

· Giving access to homebound and disabled persons, thus giving them easier access to the voting process.

· Internet voting would cost less, mainly through the elimination of staff required at the polling place and all the printed 

Proponents of internet voting tend to be politically liberal; turnout has always been better amongst conservative voters. Thus the debate has a suggestion of political bias in an attempt to increase participation by liberal voters. Much of the momentum recently created was fed by the many commercial interests that want to market new ways to vote.
Discussion and Conclusion
Despite very vocal rhetoric against internet voting, it is likely an inevitability. As the internet becomes more embedded in our culture, acceptance will increase with the electorate. Most experts contend that a paper trail will need to be established with some level of auditing required. The paper receipt is the document the voter has to prove they have voted and would be used in a recount. The audit (5% auditing has been proposed by congressman Rush Holt) will have the effect of checking the electronic vote against a forced 5% recount. 13
Transition to an internet voting method should proceed slowly by implementing in small pilot populations first, and then widening the scope slowly. If mistakes are made along the way, they will not be catastrophic and widespread.

Voting today is very well-distributed by being managed at the locality and county level. We have systems in place today that were specifically designed to be well-distributed for this very reason. Examples include:

· Education System: although the trend has been to create national standards, responsibility for education resides locally. The responsibility for funding education remains at the lowest political level (the community).  If a particular locality tries an experiment in education and the experiment fails, the impact of that failure will be felt locally only.

· Police System: the philosophy in the United States has been to retain policing authority at the local level. This way, corruption and malfeasance will be localized. The dangers in centralizing police power are well known. To quote Representative Ron Paul of Texas, "Furthermore, the 10th amendment explicitly reserves the general police power to the states." 14
Voting methods should be well distributed as well. When monolithic systems fail, they fail in a big way; it is catastrophic.

One tactic I have not seen any references to is redundancy in software coding. What if several parallel, independently developed and implemented pieces of software each processed and tabulated the vote, and were compared with each other to create a residual with respect to each other? Theoretically, the voting result in all cases should be exactly equal, unless one of them has been compromised. Mission-critical systems are always built with redundancy. Additionally, the votes could be processed by different internet channels and a residual of the tallying channels could be compared.

Voting must satisfy conflicting demands: anonymity and verifiability. The current approach to electronic (and internet) voting has been to favor the anonymity aspect of the two. The voting glitches that created the push for voting method reform were mainly in the counting of ballots. It was discovered that many ballots were not counted in the statistically equal presidential election of 2000 in Florida.

Mathematicians in the area of cryptography are researching verification of vote counting while insuring anonymity. This would be accomplished by isolating the vote-generation process from the vote-counting process using cryptography. A system of ATM-style cards called Frogs have been proposed. The card (and voter) would be verified at one location and then used to cast a vote at a separate location; this does not seem "simpler". The Frog is inactivated after being used, and kept as a physical record in case a recount is needed. This method is described in the paper, "A Modular Voting Architecture" by Shuki Bruck, David Jefferson, and Rivest.

With the inevitability of internet voting, we should proceed slowly and enlist the wisdom of independent researchers and academic purists in the area of security and computer science. This is far better than trusting companies with a financial interest in change.
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